Abstract-Due to the ease of setting up a Wi-Fi hotspot and the availability of readily configurable mobile operating systems, Wi-Fi tethering can be abused by misbehaving users to gain an unfair advantage in throughput performance. In this paper, we study the problem of detecting selfish nodes in Wi-Fi tethering environments. In particular, selfish nodes can manipulate carrier sensing thresholds to exploit recent advances in physical-layer concurrent transmission technologies as well as short link distance in a tethered network so as to achieve unfair throughput gains while evading detection. We propose a new MAC-layer detection algorithm based on frame sequence numbers that accurately detects selfish nodes.
I. INTRODUCTION

D
UE the recent rapidly growing number of smartphones and tablets equipped with Wi-Fi, Wi-Fi tethering has been gaining popularity as a convenient, on-the-move, and cost-effective wireless Internet access technology. Wi-Fi tethering refers to creation of a Wi-Fi hotspot by using the 3G/4G data connection of mobile devices, such as smartphones and tablets, to provide network services to another Wi-Fi-enabled devices [1] . The main advantage of this Wi-Fi tethering is that it provides ubiquitous, yet high-speed Internet connectivity anywhere, anytime, and even on-the-move.
However, the ease of setting up Wi-Fi tethering can pose serious performance problems to well-planned Wi-Fi networks, such as enterprise and campus networks [2] . Since the tethered Wi-Fi hotspot can potentially open up the network with an arbitrary channel number, it may interfere with nearby well-planned APs and cause performance problems inside the network. Even worse, the open and customizable nature of mobile operating systems (OSes), such as Android, can be further abused by misbehaving devices/users to gain an unfair advantage in throughput performance by manipulating the tethering function. For example, by rooting or jailbreaking mobile OSes, the channel access functions of Wi-Fi protocol, i.e., IEEE 802.11, can be manipulated "selfishly," at the cost of other nearby well-behaving Wi-Fi devices' performance. Therefore, detecting unauthorized and misconfigured tethering Wi-Fi is becoming a very important task in most organizations.
In this paper, we address the problem of detecting selfish nodes in Wi-Fi tethering environments, and propose a simple, yet accurate, algorithm for detecting them. A common way Manuscript received November 7, 2012. The associate editor coordinating the review of this letter and approving it for publication was G. Giambene.
J for a selfish user to increase his chance of channel access is to modify the operation of the 802.11 protocol or change channel-attempt parameters, such as CW min , CW max , IFS (inter-frame space), and the carrier sensing threshold, defined in the standard [3] . Our key finding is that tuning the carrier sense threshold, i.e., clear channel access (CCA) thresholdwhich is tunable for better spatial reuse-is an effective means to be abused by selfish users due mainly to the recent advances in concurrent transmission techniques, i.e., capture effect and message-in-message, and relatively short link distance in a tethered Wi-Fi system. We first study the impact of selfish misconfiguration of a Wi-Fi tethering system via extensive simulations. Based on the observations made from this study, we then propose a novel lightweight scheme for detecting selfish tethering nodes that selfishly increase their CCA thresholds.
II. SELFISH CONFIGURATION IN WI-FI TETHERING
In this section, we study the selfish CCA tuning in a WiFi tethering system that consists of a 3G/4G-capable mobile phone (e.g., smartphone) and a tethered Wi-Fi device. We will henceforth refer to the mobile device and the tethered Wi-Fi device as host and guest nodes, respectively. The host node shares its 3G/4G connection with the guest node via its WiFi interface. We consider a representative scenario where a selfish user manipulates the CCA threshold of the host node's Wi-Fi interface, as shown in Fig. 1 . We assume that the guest node is legitimate. By increasing this threshold, the host node decreases the communication range and becomes aware less of other concurrent transmissions. It can thus access the medium more frequently without deferring its backoff countdown even in the presence of other nodes transmissions ( Fig. 1(b) ). We assume that the selfish node selects the maximum possible CCA threshold without losing the tethering connectivity, which is likely a little lower than the observed strength of received signals that were transmitted by the guest node.
To demonstrate the impact of this selfish CCA tuning of a Wi-Fi tethering system on the throughput performance, we conducted ns-2 simulation with transport-layer protocols, i.e., TCP and UDP, in a multi-AP environment. Our evaluation setup consists of a tethered hotspot with two communicating nodes (i.e., the host and guest nodes) which are surrounded by multiple APs (2 and 10 APs) and their associated clients (3 nodes per AP). For the simulation, we considered the typical WLAN configuration with IEEE 802.11g MAC/PHY parameters, i.e., maximum speed of 54 Mbps, and set the capacity of the 3G/4G link for tethering to 2, 6, 12, 20, and 30 Mbps. Fig. 2 shows the average throughput of the tethering nodes (host-guest flow) and well-behaving nodes as a function of 3G/4G link capacity for low and high AP densities, i.e., 2 APs (6 AP-client flows) and 10 APs (30 AP-client flows). We compared the performance of the flows in the selfish scenarios (CCA cheat) with those of the natural mode (Normal), using UDP and TCP protocols. From the results for UDP traffic shown in Figs. 2(a) and 2(b) , we can see that the misconfigured tethering flow achieves a significant throughput gain over the well-behaving flows. Its performance is also found close to the maximum achievable throughput, i.e., bandwidth of the bottleneck link-3G/4G or Wi-Fi link capacity, regardless of the number of contending nodes. Figs. 2(c) and 2(d) show the average throughput for TCP downlink and TCP uplink traffic, respectively. Note that the TCP is a bidirectional transfer-based protocol and the CCA function is manipulated only on the host side, i.e., the guest is legitimate. Nevertheless, the guest with the misconfigured tethering achieves a high throughput gain. This is attributed to the closed-loop TCP-ACK mechanism, that is, the more data packets (or ACKs) the legitimate guest successfully receives from the misconfigured host, the more outstanding uplink 1 Note that when 3G/4G capacity is larger than 20 Mbps, the maximum throughput is bounded by the Wi-Fi link capacity in this simulation setting. ACKs (or data packets) the guest can transmit. It is worth mentioning that this unfair channel access opportunity with CCA manipulation does not guarantee higher throughput to the selfish node [4] because the transmissions initiated when other transmissions are in progress can result in collisions at the receiver. However, our key observation is that, in a tethering environment, the received signal strength at the receiver is sufficiently larger than the sum of interferences due to short link distance (less than 10 m/30 ft [1] ), 2 which enables the receiver to successfully capture the signal of interest (SoI) even when multiple independent transmissions occur simultaneously. Moreover, the receiver can decode the SoI even when the signal arrives after the receiver has already locked on to the interference signal. Such PHY-layer phenomena are mainly due to two well-known concurrent transmission techniques: capture effect and message-in-message (MIM) [5] . MIM is an enhanced PHY-layer capability that enables a receiver to decode an SoI even if the SoI arrives later than the interference. Fig. 3 illustrates the main difference between PHY capture and MIM. Table I shows the percentage of successful receptions at the selfish tethering node's receiver (i.e., guest node) in the simulation with 20 Mbps 3G/4G link capacity performed in Figs. 2(a) and 2(b) . We can see that a very large portion of the successful receptions is due to MIM; 41.3 % and 56.7 % for low and high AP density, respectively. It is also observed that the high percentage (i.e., 17.1 % and 22.6 %) of successful reception is attributed to the PHY capture effect.
The results imply that the benefits of MIM can be fully exploited and abused further by a selfish tethering node via CCA manipulation combined with its short link distance.
III. A SIMPLE DETECTION MECHANISM
Many existing solutions [3] for detecting selfish behavior in wireless networks employ behavior-based anomaly detection. Their common approach is to monitor the inter-packet arrival time or backoff timeslot distribution, and validate whether the behavior follows the legitimate pattern or not. However, in the case of selfish carrier sensing that exploits the tethering environment, it is infeasible for a monitor node to accurately obtain such metrics (i.e., inter-arrival time or backoff timeslots), because not all successful transmissions of the selfish node are observable at the monitor node. That is, if the selfish node transmits a packet while the channel is busy, the packet (SoI) is successfully captured only by its receiver node thanks to MIM (thus gaining an unfair advantage in throughput). Other neighboring nodes (including the monitoring node)-that are already engaged in receiving a different signal-may interpret the SoI as an interfering signal, without being able to decode it (thus failing to detect the existence of CCA cheating). This is because the signal strength of the SoI at other nodes may not strong enough to disengage from the current reception and re-engage the SoI, where the required SINR for MIM is relatively high (e.g., > 10 dBm [5] ). Thus, if a monitor node keeps track of the transmission of the host node, it may not be able to fully capture the misbehavior of the tethering hotspot; the successful transmissions due to MIM are not visible to the monitor node, whereas a large portion of the successful transmissions from the selfish node are due to MIM, as shown in Table I .
Based on the above observation, we propose a new, yet simple, detection mechanism that runs at a monitoring node (AP or client) to determine whether a node in the communication range is misconfigured or not. We use MAC-layer information, in particular, the sequence number field in the 802.11 MAC header. The sequence number of each frame from a node is incremented by one whenever the node sends out a frame and its value is modulo 4096 [6] .
Let ΔS i denote the inter-frame sequence number gap between the i-th frame and the (i-1)-th frame, i.e., ΔS i = s i − s i−1 , where s i is the sequence number of the i-th transmitted frame. The difference ΔS i for a legitimate node should differ by one modulo 4096. Our key idea to identify the misconfigured node is that, since the successful transmissions due to MIM are not visible to a monitor node, the interframe sequence number gap ΔS i between two successively observed frames coming from the selfish node is likely to be greater than 1. In other words, if a node is legitimate, the probability P r(ΔS i ≥ 2) is relatively small, and vice versa. Fig. 4 compares the pattern of inter-frame sequence number gaps for legitimate and selfish nodes.
Note that the gap ΔS i of a legitimate tethering node also can be greater than 1 due to collisions, when the collision is captured at the receiver (i.e., guest node), but is not visible to the monitor node. Therefore, we check the distribution with a threshold parameter θ, i.e., P r(ΔS i ≥ 2) > θ, to determine whether the node is legitimate or not. The decision parameter θ reflects the network condition; we adjust the threshold θ according to the collision probability of the network at a given θ = f (estimated number of active nodes) // collision prob. This algorithm is evaluated under various configurations. Fig. 5 illustrates the accuracy of our algorithm over various 3G/4G capacities for different AP densities and the detection sample sizes (i.e., K). The results show that our algorithm detects the misbehavior with high accuracy, especially for high 3G/4G capacity, demonstrating that the inter-frame sequence number gap is a simple, yet efficient metric for validating the correctness of CCA configuration.
IV. CONCLUSION
In this paper, we investigated the problem of detecting selfish nodes in Wi-Fi tethering environments. To the best of our knowledge, this is the first attempt addressing the selfish node problem in a tethering environment. We showed that the benefits of MIM can be fully exploited and abused further by a selfish tethering node via CCA manipulation combined with its short link distance. We also proposed a MAC-layer sequence number-based detection algorithm that can effectively detect selfish CCA.
